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Felix Eckhofer
A highly detailed digital illustration of a glowing human brain made of neural networks and circuit patterns, protected by a massive translucent shield blocking incoming red cyber attack arrows and malware icons, with subtle alert notifications popping up around it, cyberpunk style, dark background with neon blue highlights, perfect for a security awareness presentation slide, high resolution, 16:9 aspect ratio





Foto von Vu Nghi Thai auf Unsplash

Kinstliche neuronale Netze




inputs to outputs e
(forward propagation)

oooooooooooo i Thai auf Unsplash lllustration: weaviate.io
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\ /
K\ Generative models take
many (e,sr 'tL\ous.ano{s D‘F)

tokens as an Inpu‘t

Foto von Vu Nghi Thai auf Unsplash lllustration: weaviate.io


https://academy.weaviate.io/courses/wa150-py/m1/p2

Intelligenz und LLMs

LLMs wandeln Input Token numerisch in Output um

Das Bild von der “smarten KlI”, die gelegentlich “halluziniert” ist
falsch!

LLMs generieren plausibel assoziierten Text, bei dem korrekte
Informationen zuféllig auftreten

Foto von Vu Nghi Thai auf Unsplash Screenshot: Wes Davis / The Verge


https://www.theverge.com/2024/8/5/24213861/apple-intelligence-instructions-macos-15-1-sequoia-beta

Foto von Vu Nghi Thai auf Unsplash

Beispiel Apple Intelligence

"{{ specialToken.chat.role.system }}You are an
assistant which helps the user respond to their
mails. Please draft a concise and natural reply

based on the provided reply
the answer within 50 words.

snippet. Please limit

Do not hallucinate. Do

not make up factual information.| Preserve the

input mail tone.{{

Screenshot: Wes Davis / The Verge


https://www.theverge.com/2024/8/5/24213861/apple-intelligence-instructions-macos-15-1-sequoia-beta




Hallo,

Rechnung noch offen

Von Sebastian Richter <hoangdk@vitductphuongnam.vn=

Cyberangriffe zielen oft auf Menschen

An  Sophia <ppxasou@gmx.de=>

Es steht noch eine Zahlung aus die bisher noch nicht gesendet wurde.

Bitte teilen Sie uns mit wis wir lhnan dis 7ahlhing eendan enllan

Sie kdnnen die Za
Die Mitteilung erfo
Bitte hier auswahl
Mit freundlichen G
Kundenservice

Wenn Sie von uns

Dringend

Po

Silvia Rogler <officeonline258y@gmail

Heute 7:53

[Dies ist eine externe e-Mail, welche nicht v

Hatten Sie einen Moment Zeit? Ich bin gera
dringende Anfrage, die ich nur per E-Mail b
antworten Sie mir so schnell wie méglich.

Prof. Dr. Silvia Rogler
Vorsitzende
Gesendet von meinem E-Mail

IPHONE 17 PRO MAX PROMO  #

Sehr geehrter Deutsche Telekom Kunde ',

Wir freuen uns, Ihnen eine exklusive Gelegenheit zu bieten, das
neueste iPhone 17 Pro Max | & zu gewinnen, das nur {iber
Deutsche Telekom erhaltlich ist.

Unser Ziel ist es, unsere treuesten Kunden zu belohnen <* und
den Wert zu betonen, den wir lhrem Vertrauen und lhrer mobilen
Reise mit uns beimessen.

Sie wurden speziell ausgewahit
erhalten — mit modernster Leistung

, um ein iPhone 17 Pro Max zu

und auBergewdhnlichen
Kamerafunktionen gg. Vielen Dank, dass Sie Teil der Deutschen
Telekom Familie sind.

FORDERN SIE IHR IPHONE 17 PRO MAX AN -




Cyberangriffe zielen oft auf Menschen

- o
| wnmﬂ tn;ﬂ\‘ﬂ gmart EV chiigine infrastiuc e

SIEMENS Q

Welcome to your SimpleSocket

to deliver smart EV chorging infrastructure

NS
tforLife

ne to your SimpleSocket

i

Step /2 On your Mac0S

Press % Command + Sp

phantom

How 1o cherge with o standa
1 Scon the QR code -
2 Fﬂlmlnemummu!_u!_ e

and press | Return

E] Image

Step2/2  Run the Verificati

a1 charge with an ubiieity S

Just. pluy-in and chasging will begin automatl

#® Command + V

Press

W Lo Db cton ging

g the canle from yous cor fes, then the socket S

This search may be releva to verify.

phantom app

@ We're preparing yo ol suppon STk 5 4

0800 014 G210
Phantom - A frig| 3L, then the socket

Ad - hitps:fiphanton.ag Phong

A cryplo w

L terminal ~ ope

and swap to

B e

htips:/iphantom.app

Phantom - A frie

Phantom - Download
Time Remaining: 0:44

81237 users i VERIFY

Foto von boris miséMie auf Unsplash


https://www.dailymail.co.uk/news/article-12880993/scammers-ev-drivers-london-fake-qr-codes.html
https://pushsecurity.com/blog/the-most-advanced-clickfix-yet/

Cyberangriffe zielen oft auf Menschen

Ziele von Security Awareness Mafinahmen

Bewusstsein schaffen und in Handeln Uberfihren

geféhrliche Situationen richtig autf geféhrliche
erkennen Situationen reagieren
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Das funktioniert... so “mitte

Despite the growing reliance on artificial intelligence in cybersecurif
there is a striking gap in security awareness among both end u
M organizations, leaving critical systems vulnerable fo exg

(Sgn et al., 2023)

ation.

The integration of Al infggybersecurity systems has outpaced
the development of 48r education, making individuals more
ceptible to agf¥inced phishing attacks and social

engMgering Mrics.
(Jones & Lee, 2022)

As Al tools become mgl sophisticate®Rghe lack of proper cybersecurity
training for Al deygfBpers and users exaceMggtes the risk of accidental or
intentional mig#8e, further compounding sec challenges.

Nguyen et al., 2021)

While Al can enhance threat detection, its rapid deployment i
security systems offen overlooks the need for ongoing security
awareness, making it a double-edged sword in profecting
against both human and machine-driven threafs.

(Martinez & Rodriguez, 2024)



@ ChatGPT v Kostenlos registrieren @

give me four quotes from academic articles showing the dire state of
’) security awareness in the age of ai (1-2 sentences each)

l! format:
- quote text (author et.al., YYYY)

'{.
% e 7
Here are four quotes from academic articles discussing the challenges and risks of security awareness in the ‘
: age of Al: bt Gl., 2023)
La

1. "Despite the growing reliance on artificial intelligence in cybersecurity, there is a striking gap in security

awareness among both end users and organizations, leaving critical systems vulnerable to exploitation.”

systems has oufpaced
naking individuals more
hcks and social

(Smith et al., 2023)
2. "The integration of Al into cybersecurity systems has outpaced the development of user education,

making individuals more susceptible to advanced phishing attacks and social engineering tactics.”
(Jones & Lee, 2022)

-
' I , 3. "As Al tools become more sophisticated, the lack of proper cybersecurity training for Al developers and ( J ones & Lee , 2 02 2)

users exacerbates the risk of accidental or intentional misuse, further compounding security

challenges.” (Nguyen et al., 2021) yber secur /f}/
4. “While Al can enhance threat detection, its rapid deployment in security systems often overlooks the aCC/blenfa/ or
need for ongoing security awareness, making it a double-edged sword in protecting against both human bs,
Jed es Z |'I'G1' |$1' and machine-driven threats.” (Martinez & Rodriguez, 2024)
o . . ) : . yen et al., 2021)
. ese quotes reflect the ongoing struggle to keep pace with both technological advances and the necessit
frei erfunden Je e et ek g v
for comprehensive security training.
O
Stelle irgendeine Frage
@ Anhdngen @ suchen 0 Lernen @ Bild erstellen ‘v Audio

Foto von boris miséMie auf Unspli

ChatGPT kann Fehler machen. Uberpriife wichtige Informationen. Siehe Cookie-Voreinstellungen.
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Das funktioniert... so “mitte

With respect fo the performance over time, we found that affer
six and eight months participants’ skills were no longer
significantly better than before participating in the tutorial.

(Reinheimer et al., 2020)

Participants are “tired,” “turned oft,” and “overwhelmed” by it
all. This overarching fatigue factors into their cost-benefit
analysis, and the result is that many reject security advice or
practices that they realize might protect them more [...]

(Stanton et al., 2016)

Taken together [...] our results offer a sobering picture on the efficacy of
existing phishing fraining. As currently designed and deployed in practice,
training is unlikely fo offer significant value relative fo its considerable
expense in time and effort.

(Ho et al., 2025)

[...] we found that the combination of simulated phishing
exercises and voluntary embedded training [...] not only failed
fo improve employee’s phishing resilience, but it actually even
the made employees more susceptible to phishing.

(Lain et al., 2022)



https://www.usenix.org/system/files/soups2020-reinheimer_0.pdf
https://ieeexplore.ieee.org/abstract/document/7579112
https://ieeexplore.ieee.org/abstract/document/11023357
https://ieeexplore.ieee.org/abstract/document/9833766



https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Generative Kl stellt Awareness auf den Kopf :/

alles wie immer...

* Phishing Mails sind ein alter Hut

Jetzt aber noch einfacher zu erzeugen und mit perfekter
Grammatik und Rechtschreibung?

* Webseiten und Anhdnge mit Schadcode
Automatisch und passgenau erzeugt?
* Vortéuschung falscher Identitaten

Jetzt mit hochrealistischen Deeptakes (Teleton, Video, ...)

nur schlimmer?



https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

!

Foto von:?Gr'eg Johnson auf Unsplash

Generative Kl stellt Awareness auf den Kopf?

[...] the only modality we identified offering significant
improvements in outcomes was inferactive fraining
taken to completion.

(Ho et al., 2025)

We find a significant interaction between the type of
administered feedback type and the amount of reporfed
emails.

(Lain et al., 2022)

28% of our respondents learned fo practice a
behavior due fo a negative experience or a story fold
about a negative experience.

(Redmiles et al., 2016)


https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://ieeexplore.ieee.org/abstract/document/11023357
https://ieeexplore.ieee.org/abstract/document/9833766
https://dl.acm.org/doi/pdf/10.1145/2976749.2978307

Was sie heute schon kaufen kénnen

(und vielleicht in wenigen Jahren funktioniert)

* Automatische Erzeugung von autf konkrete Anldsse und
Organisationen zugeschnittenes Schulungsmaterial

* Integrierte “Phishing-Melde-Buttons”, inklusive Kl-
generiertem, zielgerichtetem Feedback (Prompt Injection?)

* Klassifizierung von Phishing-Mails mit KI (aber unklar wie
gut fir nevartige Maschen, machine learning fur
Spamerkennung ist alte Technologie: bayes filter)



https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

~ @ Aspire Tech - Advanrard ¢ +
~ @ Al-Powered Security Aw. x  +

< a %5
€ c 23 securityawarenesstraining.ai/products/security-awareness-training = W 3} ®
a> Aspire T¢
Aspire Tech Products ~ Why Aspire Tech? ~ Pricing Free Tools Resources + MSP Partners Company v Sign in Request demo
® THE #1RATED Al-Powered Security Awareness Training

Tran: Al-Powered Security
Tean Awareness Training to
Powe Reduce Human Risk

Engage employees with phishing simulations and interactive

d v
H u m' modules to stop threats before they succeed. Our comprehensive Tralning Demo Video
training platform builds a security-conscious culture while meeting

Simplify security compliance requirements.

Deliver personali

automating the b Start Free Trial [ Book a Demo

team!

Book a demo

Trusted by Industry Leaders

63%

Instant Phishing Redu

" Foto vor#Greg Johnson aut Unsplash Protecting millions of employees across thousands of organizations worldwide



https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Alles wie immer

Entscheidend ist der Moment der Skepsis

An echten Mails und Webseiten Gben

* Wo steht Absender(-adresse) / Domain
* An welche Mailadresse antworte ich

* Wie bestimme ich (echtes) Linkziel

Bei unklaren E-Mails beim Absender Gber bekannten
Kontaktweg nachfragen (Telefon, bekannte Mailadresse,
Sekretariat, ...)

Mit Kollegen sprechen

Im Zweifel: informationssicherheit@tu-freiberg.de



https://unsplash.com/de/@tornadogreg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/ein-schwarz-weiss-foto-einer-bergkette-YSwxs7yQUDI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

%%"% INFORMATIONS
" € SICHERHEIT

iInformationssicherheit@tu-freiberg.de

https:/tu-freiberg.de/informationssicherheit

Dr. Felix Eckhofer, Beauftragter fir Informationssicherheit im Rahmen des TUBAF Awareness Days am 11. Dezember 2025
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